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	1. DSnF solution, CableLabs

	Cablelabs presented
DT: detailed comments in email, 
CableLabs: will follow up and address. 

Interdigital: support, we don’t have to keep the private key in the RAN node. 

Ericsson: gNB get signed and send request? What is the sequence? When the UEs need to be provison the key? 

CableLabs: gNB send the MIB/SIB to the CN, and get signed, and broadcast the messages. UE could be provisioned in many ways, preprovision or through NAS. 

QC: how the roaming issues being addressed? 

Apple: support, 

Samsung: support. 

QC: why PCI needs to be involved and how involving PCI could address replay attack. 

Agreement: Follow up on comments.

	2. NAS security based MIB and SIB integrity protection, Huawei

	Huawei presented

Ericsson: what is the difference between solution 19?

Huawei: Solution 19 is AS based, this one is NAS based. 

Ericsson: what attacks are mitigated here? If the UE is sending the HASH of MIB/SIB of the lastest gNB, then the HASH1 and HASH2 is the same. 

Interdigital: option1:UE could send the list of the HASH for all the gNB it has ever camped, or option2: UE could send the lasted one. For the first option, UE need to store a lot information, for the second one, HASH1 is the same with HASH2.

Agreement: Follow up on comments.

	3. Updates to Solution#19 on hash calculation, Samsung

	Samsung presented. 
QC: is that typical attack? is including the PCI the way to detect the false base station?
Samsung: if UE get the 2 PCI from 2 source, then it can identify there are 2 sources in the same downlink frequency.
QC: already has the measurement report solution in another key issue

Samsung: Different with MR. 

QC: can understand that PCI could help, but not sure whether the other 2 parameters ARFCN-DL and C-RNTI have the same effect.

Agreement: Needs to follow up on the rational to involve C-RNTI. 

	4. Way forward for Resumecause protection, Samsung

	QC: How the backward compatibility is solved

Samsung: if UE doesn’t support, UE can not read it. Legacy gNB doesn’t include the resume cause. 

QC: How does the UE know the gNB supports. 

Samsung: no need to know. 

QC: what kind of attack is solved here? the gNB has already deal with the RRCResumeRequst message, what is the meaning of replay it in the subsequent downlink message. The Resumecause has to be protected in the uplink message. 
Samsung: the gNB send it back so the UE could know whether it is modified or not. 

Agreement: Follow up in email discussion. 

	5. Update of Solution #11, AT&T, InterDigital, MITRE

	MITRE presented

Apple, Erisson, Huawei, Cablelabs, Samsung support. 

QC: OK with the scenario in the private network, but has concern on the format, it should be a separate solution instead of being captured in the solution #11. 

Agreement: The basic idea has no objection, only format needs to be changed.

	6. Conclusion of key issue#1, Apple

	Apple presented

Erisson, Huawei, CableLabs supported. 

Samsung and QC object, since the backward compatibility issue. 

Agreement: Needs to work on the EN in the Solution #17 first.

	7. Conclusion of key issue #3, Apple

	Apple presented

Ericsson supported. 

QC: have concerns on the power consumption and the service continuity. 
Huawei: that depends on the network configuration, UE could be configured as not to do so. And it is not mandatory requirement. 
QC: no, It must be implemented. If UE get the network configuration, it has to measure. 
Huawei: there is a condition configured to the UE. There is a switch, if it is not implemented, then UE doesn’t have to do so. 

Apple: currently no confirmed proof on that MR enhancement solution would impact the power consumption and service continuity, need statistics and investigations on that. Before those negative impacts could be confirmed, we should focus on the security enhancement part and give the correct guidance on the security. 

Agreement: Needs to work on the reply LS first.  


